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3 PEEA

SCAY: ST AR I AR AT S (AR SR bR e N s B 1 42 X 43 11 PR APTSC AR SR 4H 3 http i
RARFEMSAT o X B LS E RIS Bl .

3.1 BRI T

TR MDS

JAVA download
PHP download
Net download

3.2 VHEHEIEIRIT

PAMDS 5L ffJavarn AR . F AZRBIAAISEIIDE T H, UWeclipse, 2351817+

create forex trade

out_trade_no: fest20160803182908

Remarks: It is the merchant trade number. No special characters,

Subject:  |est123

Remarks : It is the product name. No special characters

Currency: usp

Remarks: Settlement currency that merchants signed with Alipay, like USD

Total fee: g1

Remarks: The product price in settlement currency

Body: ‘est

Remarks: It is the description of the product. Optional.

Pay

L SR AL
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EdE FHEA FE+86

Fil=

ERERFEE

KRS ENEE

= @,;alipay.m m

M douyufua@alitest.com

TR eeenes

BAINSIAS I, SRR AT DU BV RAE B
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I."|E|

dou@alitest.com

IRER test123
ZH=EWRS dou™*@alitest.com
(PE=WaTa M 350 1 3
@ 0.07CNY(0.01USD)
IES 1 USD = 6.59430000 CNY
E 50 0.077T

ff

dou*@alitest.com
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C' | @ https://www.alipay.com/?sign=ead2ea0484846b280b6198d2da71bd4a&trade_no=20160701210010030600000030:

a P = =D MEFL ZLfFE | [EEG N

i BANTE
ax

|

TR

3.3 & FEREIT
i Z ] LB R BIACIE AR B 22 B3R sEh el B S AHIARIG . i S BB ARIS, 4528 TH 1 P I N 45

1. {fAlipaySubmitjava [ 1&0GAT 5 MLk %

https://mapi.alipay.com/gateway.do?

2. fE AlipayConfigjava B 12 S B K KLk 5 /5 5 (PIDMKey) . R XKW MUER
global.alipay.com #FE K515 5 .

4 BEAFIR

4.1 Create_forex_trade wap

411 HERSH

M (P
EE R

create_forex_trade wa
service String LN N
p
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https://mapi.alipay.com/gateway.do

X 32t S AR SR

a 1%

ALIPAY

55 4R P AE AT R
partner String(16) 2088001159940003
ID. 2088 JT k) 16 fir 5
IRV TR T
_input_charset String UTF-8
Gb2312,GBK,UTF-8
A
sign_type String RSA
DSA, RSA, and MD5.
e5815a4556db338ed2
sign String ESEANN
37f7d3fd222184
BEXNZAE 5 S P 2 A
notify_url URL(200)
UL URL
LA H I G, R EF
return_url URL(200
- (200) I Mk ] URL
N2 2
subject String(255) P o A Wk
body String (400) [EEE e
BAE A s (R RAESE
out_trade_no String(64 Test123
~trade_ 90D | g et
The link which customer
merchant_url String could jump back _ to http://item.com/itembac
merchant page from Alipay k
cashier
currency String(10) 25 MRh UsD
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a 1%

ALIPAY

total_fee

Number(8,2)

i (S0 T, VS
0.01~1000000.00.

100.30

rmb_fee

Number(8,2)

>y 0.01~1000000.00

T R v Pk A N B Tk
TN LR XA S HCRE
¥ total_fee %, rmb_fee
F total_fee ASRE [R5 FH o

100.30

timeout_rule

String(10)

ERIN 12 /i, Bk 15 R
Lk S 5 Il 3 7 F S A EY
A I 18] o

5m 10m 15m 30m 1h
2h 3h 5h 10h 12h 1d.

auth_token

String(40)

PREE G IR 0] ) % 4 HE
PRIETE SR 7 2o A

order_gmt_cr
eate

Date

YYYY-MM-DD HH:MM:SS
X L A5 AL e ] DAE T
M AT ARG (E)ULAD, 1t
SHIRELR

order_valid_time Z¥—ilt
T, faihi Bk 1) S o %
ik R 25 1)

order_valid_ti
me

String(5)

R{EA 2592000, HifiAy
o, S K AR
order_gmt_create Z¥{—it
fEH, 43 Bk % 31 S 5 %
Rk O A 285 1)

3600

supplier

String(16)

VRO

seller_id

String(64)

AWML 25, R
—WHE TR 1D

For PSG: N

seller_name

String(128)

AL S5, AL e
SV | B S R Rl th]

For PSG:

seller_industr
y

String(128)

EHP TS, o
— BT

For PSG: N

vk

1 WEeRERA B> B AANRT, MEATLEHSE “rmb_fee” AR MAFREH. M,
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X 32t S AR SR

ZH “total_fee” M RNE. A AEHR R R R TS

® R ANHEAAZHL “currency” HIMH, RXAESATE SRS BT,

® Z¥“total_fee” M“rmb_fee” R AEMEH—1

2. % “total_fee” 1 “rmb_fee” WIMH, RifRBE/NEUS)E 2 M%7, #lw, 100.30 £Jc. {HH

AR E B e, R/, #iR 1000 #ioHl 1000 Hoo. WiiAe 1 s SR EdE 240

2R [EER, BN, €50 101.999.

3.0 B order_gmt_create + order_valid_time

timeout_rule #F £ T ,

# 4 = H

order_gmt_create + order_valid_time 45111 8 ik ST 1]

4. 4 return_url” A BE R A FAE S EL IR KA return_url” BTHfE TS5, IERFE ST

BEER.

4.1.2 [FEFBiRE

SH % R (KEFEH)
EESH
_ _ 2275
sign_type String RSA
DSA, RSA, MD5.
sign String %4 e€5815a4556db338ed237f7d3fd222184
W S5
trade_status | String(32) LoIRES TRADE_FINISHED
. YA ERZ G . w16
trade_no String(64) fr K 64 fi 2015070800001000100080029361
B PR oS (RIRLE
out_trade_no | String(64 . 2525759240575424
trade. 9(6%) BUh R e —)
currency String(3) GEEL T UsD
] T éi:gﬁ\‘y 3”[2‘4 e
total_fee Number(8,2) HRN TSR, EEE 11.00

0.01~1000000.00.
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SR

KA (KEFT)

rmb_fee

WMRIEREMENT
Number(8,2) rmb_fee, FZREF#H | 10.00
LAXNMSH. s

B
(1)
(2)

(3)
(4)

(5)
(6)

(7)

(8)

(9)

4.1.3

EHEAESN G 2E B S RIRR S 5 B T, 0215 8 L
T, ARG B Sl al i 4 E B[R 28 S0 DR (4L return_urD) .

I PRSI, HEMAH GET 77 R, 1
request.QueryString(“out_trade_no"). $_GET['out_trade_no'].

27 AUAE L FAF S AR HEAT B ke, BRIt R T — 1R

207 AR AT T B A R 7 DI, T2 SRR RO R E E Bk
L O O O DR DT IDARTET = Pl o

27 AN A & R BEE RS 48 EdbAT k.

B [E URL RA— o ia 2400, il — ezt 280 JiEll& 2k
L.

VUL TH B A% D AU Creturn_url) (B4R, ANELLE UL SCHER 5 TH
mmEaE XS, Fln.

RISV hitp://www.alipay.com/alipay/return_url.php?xx=11

IEM ST http://www.alipay.com/alipay/return_url.php

FH T S A 5 2 0t U T Bk A (R A1 D Creturn_urD) B3804 HEAT B 8
5%, R T B U T Bk A [ @ A D Creturn_urD) BIREARE, AER B K
ANUEA, WARTARRTA (i “1” ), .

BRI 5

http://localhost/alipay/return_url.php

http://localhost:80/alipay/return_url.php

http://f5 7 [H & X Hidik/alipay/returnturl.do

IS

RS TR 17 ol (3 22 Hhdik s http:///6 7 B s Uik /alipay/return_url.php
REHEIEH Ui (¥ 1P Hibik: http://121.1.1.255/alipay/return_url.php

RGUGRA A . FERWLSS AR, XNERENSH TR (B
FARSH AN , B ERIERBSHEL N 556 LR AT ER
Bl KIS HOHATIRAE -

4.1.3.1 EHERFH

https://openapi.alipaydev.com/gateway.do?subject=Beautylish+Order+%23TESTING+-

+CHANGE+ME&sign_type=RSA&out_trade_no=8315919735609649&currency=USD&total_fee=100&partner=2088
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http://www.alipay.com/alipay/return_url.php?xx=11
http://www.alipay.com/alipay/return_url.php
http://localhost/alipay/return_url.php
http://localhost/alipay/return_url.php
http://121.1.1.255/alipay/return_url.php

A 32k ST B PSR a %ﬁﬁ

101122136241&notify_url=http%3A%2F%2Fwww.alipay.com&agent=2088101000917061&sendFormat=normal&ret
urn_url=http%3A%2F%2Fwww.alipay.com&sign=Rbn7JXjgG%2BWt%2FHK8ej100v8OTDrl7rxH%2FQmfNJ%2FyA
SGuayUVvD3NkoPOmLo5rmRNF8qNrzHOIQ68UOEFcU4Z6pCVavHI%2BML3INUagkFQ3YcS6f9pY1WoyEUt02%2
FC2VyzxiEDTM%2FS606YiDZaUUdS2EPTHPBgvJLvghcafyMKTI0%3D&_input_charset=UTF-

8&service=create_forex_trade_wap&seller_id=s123

4.1.3.2 BEH

http://api.receive.com/receive_notify.htm?sign=6¢1fd40533ccb5126aa78778ab10417a&trade_no=20150708000010
00100080029361&total_fee=11.00&sign_type=MD5&out_trade_no=2525759240575424&trade_status=TRADE_FI
NISHED&currency=USD

4.1.4 RBiEM

B 7R T E ST A AP TR, APL IS A AT BALL R 5 POST ik R S EAKAE, i R A
Wk E 7 S5 “notify_url” I H HAR URL 2 4bB8 BB, RS2 AHf P 7 R B Ak ¥ 57558
Hlo

SR S AE 25 /N B ELE 2 ORGP I AN BRI R IS5 AR 1R 2 “success” T S AL N
FERE TR [ 25 3R [P S0 8 0 (R Ak, 75 2255 R8T T J LA U5 T

o AT RELLIRIP IR R S FIE
o HEEMFDEMIEE

4.1.4.1 FHBHIEEIZSH

KB (KEF

)

_ _ 24773
sign_type String RSA
DSA, RSA, MD5.

e5815a4556db338ed237f

, i s
sign String G4 7d3fd222184

) i JEHIZEAL, value:
notify_type String fjdue#tsitus sync trade_status_sync

AT F @RI KT, BEA R AT
notify_id String(34) PRI AN K5 ) SCAT R A% 2k B A
ik

92c60707dc43a5b2d648b
7b4d3c2e1592¢g

i FiJ [ SERED :
notify_time Timestamp SBRIETE] OATRRTED - st 2015-06-30 09:56:02
YYYY-MM-DD hh:mm:ss
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KA (KEF
1)
trade_status String(32) TRADE_FINISHED TRADE_FINISHED
TRADE_CLOSED
' YA ERZ ST B 16 AL, Jx K 64 | 201507080000100010008
trade_no String(64) o 0029361
BN PSS (HfREST A P
out_trade_no String(64 . 2525759240575424
rade_ 906 |z
currency String(3) S AN Usb
o e [ B, JLEZ 0.01~
total_fee Number(8,2) R M5 DA, R 0.01 11.00
1000000.00.
buyer_id String(16) IR ERS, BL2088 JFk | 2088123412341234
seller_id String(16) ERESATEWRS, DL 2088 FFk | 2088123412341234

4.1.4.2 FHEELH

https://www.namesilo.com/alipay_ipn.php?notify_id=92c60707dc43a5b2d648b7b4d3c2e1592g&notify_type=trade__
status_sync&sign=***&trade_no=2015063000001000080055080394&total_fee=7.99&out_trade _no=9677726c8757
aea6d4df81091811b047&currency=USD&notify_time=2015-06-30

09:56:02&buyer_id=2088100056791239&seller_id=2088123497998123&trade_status=TRADE_FINISHED&sign_ty

pe=MD5

http://www.namesilo.com/alipay_ipn.php?notify_id=0578bc470961e3b43fb676db616711fd2k&notify_type=trade_sta
tus_syncé&sign=***&trade_no=2015061700001000100000583330&total_fee=11.00&out_trade_no=2082389608326
064&currency=USD&notify_time=2015-06-
17+02%3A37%3A02&buyer_id=2088100056791239&seller_id=2088123497998123&trade_status=TRADE_CLOSE
D&sign_type=RSA

Remarks:

1. UHURERS 2R b @M (notify_url) ETARMI 7R, WS, HTML AR2E. FFR REH
i e ) S RN S A
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10.

11.

12.

13.

14.

XATERAM POST 7 UK EEAE R, Bz sk S8 7, -
request.Form("out_trade_no"). $_POST[out_trade_no";

YATEFE SRR, %7 A 2R

REEAT RN G E AP FEZERL S, BRE TR GRERSE, ST EA 2@ %7 WK
AR SS ARiE s (RIS 3K A 52 GRS AR LA RPREB AR AL ARDD
AR5 AR 1B AC B, AME TUTHBE L [R5 38 0 mT DAAE DR F s ok, XA ag B.J7 0 AT LY
R GRS R CR 2K oty 52 5y RS 238 5 58 1 I, AN LTk % () 2 308 a0 1 2=
JE . 1T BRGS0 8 0 O T 2 SO B SO A 5 ROR IR AL BR &5 AR R

T PAT 5 J5 L ZUFT BN “success” (ANELEGI5) o WIERRE PR AT E I F A Z
success X 7 MFERF, IATEMRS A AW E @A, BRI 24 /N 22 538

RGBT, 25 /NN LA 5E AR 8 YR 1 I ) ) B A% — R - 4m,10m,10m, 1h,2h,6h,15h);
PP PAT TERRIG, ZIOUHASBEPAT Tk o W PAT sk, AT E WA E] success F
RE, SRS AT IR S5 48 ) 8 N T AR 718 AT B e i, T R R A SR 2 SR ad e

cookies. session ZF{EM T 2R3, BRI JCiE IR IR Le 44 ;

%7 NBHIR 5817 B AR SS#% £, BDEIRM B Rev

1207 NBVE R EE R AT B Rk, R DU ks [R5 @ A A Ab BT B s, B 2 b B

R P URE R 2SS P @ FN FEFT BN success B, g a7 Pl A2 2L notify_id A& k81.
R VIAE ST R R A — sk obid s (S P IFAR M IIITEN success F B AT E #H kK #L
UOBEHD RS b B S 4 notify_id AR

RENFRN RS EMEE NS REZBUTMERZIR, WRAESATER- BHEERAZSFE
HA#lE, BN RAEFRILHEERKER .

RGFSENILE: EEVERRRE, XNERERNSHE TR (EFRNSH—E R
A6) , F P ERUER B S8 42 B 5506 PLSEFR 3 AT SR B S HEAT R4 .

4.1.4.3 FAEHRE
NT RERMER, AFERR R DA R AGERERE X 1 282 NFP@EaE s, JFAE
HHF RS 25R A ‘success’ THE 2 .

T~

https://intimapi.alipay.com/gateway.do?

service=notify_verify&partner=2088101122136241&notify id=+4465b04e84ch6bacc2bd1b52232¢c
0b8gjg&sign=ciSBXc7gjCfXW8KMBxFiFH2cbMZtFelf TOGKqY2NF7q98RNH3E%2BiF5Cj%2Fu%?2
BI8py1D%2FOsE%2FAvalls8A6TwW1MzhG6ideJSgh4FXWmAJEnNIczdfLj%2FqzA6qGzxdKGEXaS
DFmMTGglOembXUgK8g8ajlICD%2BBH7x0xBRY 7vtfylEXt0js%3D&sign_type=RSA

HZMELR, EAEEHD notify_verify.

415 RS
FEA b AP 2 1 AR B AR AR SO 0 2 AN AT (1

B ANONRAETATEM R . FEIX AT — SRR RS, %44, R ID R EAME LG H
BURRAE FHZEANE D455 WURRRI ARG, ol 2k [ A SR R A, JAISRAE T T A SR B R
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X 32t S AR SR

Bz

—H M RARHE 7, ORISR R BIN SR G T DR XSS IR
Kl W R R, R B (B SRR, VA SRAE ML S5 B R AR

4.1.5.1 r5AEE RN
R X
FOREX_MERCHANT_NOT_SUPPORT_THIS C | A3 HriZmifh
URRENCY
ILLEGAL_SECURITY_PROFILE AZFEZmE 77
REPEAT_OUT_TRADE_NO SR S EE
ILLEGAL_CURRENCY A EA EH
ILLEGAL_TIMEOUT_RULE B Z A IEH
SYSTEM_EXCEPTION XAV FE R G R
ILLEGAL_ARGUMENT A IEH

4152 MFEEFIR

WA RSHR AR, SRR SR . BN TR IE & A SO 53K 3 110 A 2 388 8] 15 7 i o

1
ILLEGAL_SIGN R ERIR
ILLEGAL SERVICE HOSHA L
ILLEGAL_PARTNER P PID ARt
ILLEGAL_SIGN_TYPE B84 T R
ILLEGAL_PARTNER_EXTERFACE T X ToAUE iz 0
ILLEGAL_DYN_MD5_KEY ARG B
ILLEGAL_ENCRYPT IO A IE
ILLEGAL_USER M ID RIEH)
ILLEGAL_EXTERFACE 2 M C B AR
ILLEGAL_AGENT AERR A B
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HAS_NO_PRIVILEGE TEBL 1]

INVALID_CHARACTER_SET TR

4.15.3 RBHZ#HR
MRS RIERE, 1HBER AT BEAR B2

IR & X

SYSTEM_ERROR AT E R R
SESSION_TIMEOUT Session @
ILLEGAL_TARGET_SERVICE HHR Y target_service
ILLEGAL_ACCESS_SWITCH_SYSTEM partner ARV %R B R 5
EXTERFACE_IS_CLOSED PO E k]

4.2 Forex_refund

TR T DA P I3 A B A s TR R K.
421 ERSH

RKE (KER
F)
EEXSH
service String EEEY N | forex_refund
BEAE R ST
partner String(16) F /' ID. 2088 T3k N | 2088001159940003
i) 16 f7 %5
S R
_input_charset String IR B 0 R Y UTF-8
Gb2312,GBK,UTF-8
LR AT
sign_type String DSA, RSA, and N | RSA
MD5.
sign String e 42 4 N 35225a4556db338ed237f7d3fd22
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KA (KER

Business Parameter

out_return_no String(64) AMERIEFE R ID N

BAE P 5 Gifl

out_trade_no String(64) REZSNE P RGT | N
ME—)

return_amount Number(8,2) AR SN N | 100.30

currency String(10) Ahm M usb
YYYYMMDDHHMM

gmt_return String(14) SS N
JEHTI ] (+8)

Lentt“m—rmb—am‘) Number(15) AR T4 Y

reason String(100) 1B R N | test

HIE:

1. RS EHUARE L JFUR I ST G A

2. BFCLAHE—E R VSR N RS (AR msE, e 34D

3. return_rmb_amount Hl return_amount A8¢ [E I FE7E .

4.2.2 [EFiRE
[A] 3% [a] 2 xml 4% 2

R (KER
FH)
is_success String REPRZ, ‘T or ‘F N T
REPEATED REFUNDM
. e |
error String FR I Y ENT_REQUEST

4.2.3 R
4.2.3.1 ERFH
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https://intimapi.alipay.com/gateway.do?reason=refund+test&return_amount=0.1&sign_type=MD5&gmt_return
=20130812094000&out_trade_no=iamdjc456&currency=HKD&sign=8e9004797d3c7112b907bd184d775662
& _input_charset=UTF-8&out_return_no=test005&service=forex_refund&partner=2088701998606387

4.2.3.2 [FHBFELNA
4.2.3.2.1 BRIR[E

<?xml version="1.0" encoding="UTF-8" ?>

<alipay>
<is_success>T</is_success>

</alipay>

4.2.3.2.2 $RIEE:
<?xml version="1.0" encoding="UTF-8" ?>

<alipay>
<is_success>F</is_success>
<error>REPEATED_REFUNDMENT_REQUEST</error>

</alipay>

4.2.4 H5iEREE
A b APY 2 11 (R P R 25 2 78 S0 A S 0 2 ANROIHEAT 1

BB AT TR FERX BT — SRR, %4, FXK ID R EABEE 2 EGHE
BURRAE FIZEAN L D455 o IR AR TG, il 2 [l A SR ERAY VA AE T T AR X SR R R

—HMRKREIEE T, OISR S R BN R EATE D AEE. X BT SR
K W R R, 2R B (R A, A SRAE Ml S5 R R AR

4241 WHEHR
AR LB
REFUNDMENT_VALID_DATE_EXCEED TR E ] AESR
SYSTEM_EXCEPTION ARG
ILLEGAL_ARGUMENT GRS
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SEE

IR 3t S AR SR
REPEATED_REFUNDMENT_REQUEST AR
RETURN_AMOUNT_EXCEED BT YA 4

CURRENCY_NOT_SAME

IR 5 SR AR A — 2

PURCHASE_TRADE_NOT_EXIST AL
INVALID_PARAMETER |
ACCESS_FORBIDDEN TevF 4 B 2k

DISCORDANT_REPEAT_REQUEST

MRIBFIE R T EHNEA

TRADE_PRODUCT_NOT_ALLOW_REFUND

B2 57 AN SRR IR

TRADE_TYPE_NOT_ALLOW_REFUND 25 5 IS R
TRADE_HAS_CLOSE L5 B4R
TRADE_STATUS_ERROR 3T S IRAS A R
AFTER_SALE_REFUND_OVERDUE B

REFUND_CURRENCY_NOT_EQUAL_PAY

IR A SAT A A—2

REQUEST_AMOUNT_EXCEED

AR < B R

REASON_TRADE_REFUND_FEE_ERR

BFEB R (TR L)

INVALID_ROUNDED_AMOUNT LR K A
BUYER_ENABLE_STATUS_FORBID TRRA A IEE kiR %
BUYER_NOT_EXIST TR P TR

TRADE_SETTLE_ERROR

4.2.4.2 PIFEER

WRE RS A R, ST RO . B MNRUREIE R A SOAT S I3 1 A 23R 18] 217 7 5 o

ILLEGAL_SIGN

Page 22




e
PR32 S A B S SO a ALF!AE\IY:‘
ILLEGAL_SERVICE BOSHCRN B

ILLEGAL_PARTNER P PID ARt

ILLEGAL_SIGN_TYPE B4 TR
ILLEGAL_PARTNER_EXTERFACE [EESMG SN

ILLEGAL_DYN_MD5_KEY

AT G B AR

ILLEGAL_ENCRYPT s A I
ILLEGAL_USER P ID RIEH)
ILLEGAL_EXTERFACE PO B AR
ILLEGAL_AGENT AR A EW
HAS_NO_PRIVILEGE TeAL 1)
INVALID_CHARACTER_SET FRFEEA I

4243 REHR

ML ARGHIRIERET, THERR SN EER SR I Bh AL 2R

IR =9
SYSTEM_ERROR XATERGH R
SESSION_TIMEOUT Session

ILLEGAL_TARGET_SERVICE

Hi% 11 target_service

ILLEGAL_ACCESS_SWITCH_SYSTEM partner A~ R VFUF A Z B R4

EXTERFACE_IS CLOSED OO K

4.3 Single_trade_query
BT A A 1, 7 AT AR ST 548 5 AT M S P T B S A A 5 VTS
431 ERSH
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X 32t S AR SR

BEESH
service L AmE i String B4R, AnfzE | single_trade_query
L) B AN S50 R R 52
fTEME—HP 5.
partner Bl String(16) - Ar[ | 2088001159940003
ID LA 2088 FF3k 1) 16 iy
2H o
_input_c | SHmILF ) TP DRl e P P G A =, S
harset 4 sString 4o utf-8. gbk. gh2312 %%, AT | GBK
: . Z L “CHHRIRIRE T IR . | 08ed9f015214e7cd5
S 5 string HARIRRBITI IR, . AT | g adbeeoasash
sign_typ | ... - . 254477 ;N A SRR DSA. _—
. %477 String RSA. MDS. AA[7EE | MD5
WESH
TATEMRIESE SR, Al
ITHRAERNIMAERZ S5
8 AN =N \L, = \Lo
trade_n iiﬁ%x% String(od) | 16 B K 64 £ W% | 2010121502730740
© v B P 3 A 550 5 5 AT
B, R P ME— 1T
SRR LI
N AT E B AR i —1T
e ﬁEMf% String(64) | AT CHRAER S RGRME | W4 | 210909550602881
e _no —iJ S .
4.3.2 FPIRE

ZH SHAK

HASH

RAE (K

BEVE D
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X 32t S AR SR

TR BBRI . E KA
T, DR ARFE AL 55 A PR,
is_success ;; il String e AmrE | T
o TREEMIN
o FRFRM
Z 0, “BRIRIRBITI A :
sign 44 Sting | B. BHREIRREE A Rpzs fzcgﬁgjf;"liiszx°ayd
%o » .
%47 XA ZHE DSA.
. iy . S
sign_type LN String RSA. MDS. Au[z | MD5
R BB WA G R
Ja, AIREHHRCD.
B IE ST “HRIRIRE]
error SRMEIEE | String B AR, dRskgEE | WU TRADE_NOT_EXIST
L] FH¥E. 7 A “HHRIRER
5 FIR. HRIRRE
SR, 7 .
V&S
buyer_email ;{‘;iiﬁi String D SRNEN SN Au[Z | tianc002@alipay.com
EFEIAE
. T 5 R ) S S AhEASEPAIVA(] .
buyer _id BT String T An[Z | 2088002007274897
il akss
I A 3 R v 2 DL B
trade_statu | _. : “HHRIRIREIS HE.
= 25 GRS SEies
< VLN String SRR TS An[Z | TRADE_FINISHED
ﬁo ” R
is_total fee | XH&HR . o T S
_adjust mmtgt | O™ | mEss—F. = | F
N SEAT R AAERS R
g”t—”ade—” ?Ezfuﬁ String TS GERAER S | A 20080108-5
N RGP .
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X 32t S AR SR

AT AR R,
ST . BT A R A
trade_no o . i’)t”“g(G . a7 | 2010073000019942
A 16 £, kK 64
o
5 5% (OB AL/ 2 55 4 R
subject T il 24 String z;;;j;%ﬁ;’figiq Au[Z | Cannon AH#L
A { éﬂ:\ N x‘/\éél:;
flag_trade_ | | A HEE5IR String o 1Rk Rz | o
ocked = o 0 FIARIGRL.
W —2E58 5 1 B AR A
Db . HE. WHRZEZHE e e,
body T i 3 A String B R S AH[ZE | Canon BHiEE L
2 hnf&45 body.
BT 22 5 B (B ]
gmt_create I)EHL Date AH yyyy-MM-dd AWz | 2008-01-08 20:36:12
HH:mm:ss.
seller_email if{;ijjf{ﬁ String EFIIZATERS . Az | tianc001@alipay.com
5 SANEH 5% S A NIEs S Py JVALQ]
25 o 1. YA EME—H 5
seller_id MR ST R String - K% | 2088002007272365
SRS ME— LL 2088 k14l 16 fiL
M5 .
5 &HKT 0 It
total_fee Lo R4&H | String RIS BT S AnfzE | 325
AfgiEE 100 3, K
BN RSP
#A7N: RMB Yuan. HX
, HIEHE A
: >z I /N 3 73
price 7 A LA String [0.01,1000000.00], #§ Al 10.00
HESIGNS SV =T
quantity S = String T SEH Ay 1
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X 32t S AR SR

logistics_fe

o g4 String {If7 g8 I 5.00
R it it — T
use_coupon = String ¢ L\ s T
as o RAEM—F,
discount #rin String #ri. Al 0.00
HUE Y S 2 WL 5%
refund_stat i “CHERRIRIRBIS .
- BFRTE Strin \ Al s REFUND_SUCCESS
- 808 R e = -
%o »”» .
HUE VOIS S LB %
logistics_sta S . CHRUREREI SR
- MIRUIRES Strin N I GOODS_RECEIVED
tus v 9 | mgck#ms A - -
‘Dﬁo » R
HUE Y6 S 2 WL ¢
additional_tr | 2 Z AR i “HHRIRIREIT R - ZHIFUBAO_CONFIR
ade_status S ¢ HRIRIRBNGI H - M
%o » R
R 5y Bl — A& et
2 BB — [a],
gmt_last_m | Z5EL- Date s 2008-01-08 20:39:30
odified_time | V{&hs [a] M yyyy-MM-dd
HH:mm:ss.
2L G B ]
g;m—payme 2 i Date 2N yyyy-MM-dd W% | 2008-01-08 20:39:30
HH:mm:ss.
A SRR T
gmt_send_ LK R DT . .- N2 10-
goods . Date 3 yyyy-MM-dd R 2010-03-14 17:49:32
HH:mm:ss.
FEE LT
gmt_refund | B[] Date 2 A yyyy-MM-dd " 2010-03-14 17:50:08
HH:mm:ss.
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X 32t S AR SR

22 5 R A 1]
time_out Esveclingingln) Date X H: yyyy-MM-dd Gl 2010-03-08 01:01:01
HH:mm:ss.
G R, HAAHN
O— TRADE_CLOSE R (1)
) Zilin N N
gmt_close ;ﬂ“ ] Date Aoy A AP LRI A o 2010-03-14 17:50:08
¥M: yyyy-MM-dd
HH:mm:ss.
- PICRA R 1)
gmt_logistic TLIRAS . a1 .
s_modify st ] Date 3 yyyy-MM-dd 2008-01-08 20:36:12
HH:mm:ss.,
I AR 3 PRl 7 2 DL B
time_out ty | TN EZE String “HHRIRIREIT R CLOSE_TRADE_ACT
pe ] IR IRBIGI A ION
%o »”» .
refund_fee B EE String B & 7.00
refund_id B3 ID String IR ME—FR RS 3879915
U e bm | swing | mRe e 7.00
refund_cou | e rmewi | swing | BAASH. 1.00
pon_fee
reund_age | g ewi | Swing | REUAEHL 0.00
nt_pay_fee
coupon_use | fEHLEM . ;
oo o String (PO RAR Nt 1.00
to_buyer fe | RitHCE ) . .
- - L BB R .
. e String SN IREZSEY e T 1.00
R
o U BT R SRR
to_seller_fe SALEM | Sting RO ALK W) 2000
e G
G0
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X 32t S AR SR

W RyEsR, xml %

<FundBillDetail><amo
unt>0.01</amount><c
hannel>10</channel>
<gmt_pay>2011-11-02
11:36:59.000</gmt_pa
y><out_biz_no>69165
94952146352</out_bi
z_no><type>30</type

fund_bill_lis | B4 54551 st X, H—AEHEA — ></FundBillDetail><Fu
t % M9 FundBillDetail br241 " | ndBillDetail><amount>
o 0.01</amount><chann
el>10</channel><gmt
_pay>2011-11-03
11:27:20.000</gmt_pa
y><out_biz_no>60950
65897498516</out_bi
z_no><type>30</type
></FundBillDetail>
BUE Y 3 2 WL =
payment ty |y sz String ’?%‘v%l REE 5 VR . Q
pe HRIRRIIZIA
W 7.
operator_rol | X ZHIAIHE String o B: ¥ B
e NSt e S: FEX

4.3.3

4.3.3.1 EHERpH
https://intimapi.alipay.com/gateway.do?reason=refund+test&return_amount=0.1&sign_type=MD5&
gmt_return=20130812094000&out_trade_no=iamdjc456&currency=HKD&sign=8e9004797d3c711
2b907bd184d775662& input_charset=UTF-
8&out_return_no=test005&service=forex_refund&partner=2088701998606387

4.3.3.2 BHEFH
4.3.3.2.1 RLIhiR A

<alipay>

<?xml version="1.0" encoding="utf-8"?>

<is success>T</is success>

<request>
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X 32t S AR SR




A 32k ST B PSR a %ﬁﬁ

<trade status>TRADE FINISHED</trade status>
<use_ coupon>F</use coupon>
</trade>
</response>
<sign>56ae9c3286886£f76e57e¢0993625c71fe</sign>
<sign type>MD5</sign type>

</alipay>

43322 AEEEH

<?xml version="1.0" encoding="utf-8"?>
<alipay>
<is_success>F</is_success>
<error>TRADE IS NOT EXIST</error>

</alipay>

4.3.4 4R
HEAC [ APT 2 TV FH R 25 R 76 30 A 52 (0 2 ANRAHEAT )

BB ST TR FERX BT — SRR ORI, FX ID R EABEE 2 EGHE
BUBRAE SN A5 o A RARIR ARG, Wil B AH B AR AR, VA SIAE I T 10 X R B R

—HMRKREIEE T, OISR S R BN R EATE D AEE. X BT SR
K W R R, 2R B (R A, A SRAE Ml S5 R R AR

4.3.4.1 MWH4ERMAG

RIS Cerror_code) X
LANAEAE, TE AR AL R P X i — 3T 85 B 5
TRADE_NOT_EXIST
- - NEZ S 52EIEWH
ILLEGAL_SIGN A
ILLEGAL_DYN_MD5_KEY DA E G DR
ILLEGAL_ENCRYPT T A IE A
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X 32t S AR SR

RS (error_code)

ILLEGAL_ARGUMENT S IEHf
ILLEGAL_SERVICE Service ZHAN IEH
ILLEGAL_USER 21D RIEH)
ILLEGAL_PARTNER %/ 1D A IEH
ILLEGAL_EXTERFACE O E A B
ILLEGAL_PARTNER_EXTERFACE P05 BN IR
ILLEGAL_SECURITY_PROFILE AR B VT HE 2% EA e B
ILLEGAL_AGENT REE ID A IEH
ILLEGAL_SIGN_TYPE R4 PR IE
ILLEGAL_CHARSET FRIEAGE

ILLEGAL_CLIENT_IP

7% i 1P Huhk ToAL U 1) 9%

HAS_NO_PRIVILEGE TR 1A
ILLEGAL_DIGEST_TYPE T ER YA IE A
ILLEGAL DIGEST A AN IR
ILLEGAL_FILE_FORMAT A RS A IE
ILLEGAL_ENCODING SRRz
EXTERFACE_IS_CLOSED e ARIRP S|

ILLEGAL_REQUEST_REFERER

I3 B0 AL AN SRR SRR

ILLEGAL_ANTI_PHISHING_KEY

B £ f A A AR VA I TR 8 S 4L

ANTI_PHISHING_KEY_TIMEOUT

75 B4 A 7 [ K o

ILLEGAL_EXTER_INVOKE_IP

B g ok A AR 1P
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A 32k ST B PSR a %ﬁﬁ

4.3.4.2 System Errors
IR G RIERN, BRI EBOR ST B AL B .

RIS Cerror_code) A
SYSTEM_ERROR XATE R G 1R
SESSION_TIMEOUT session
ILLEGAL_TARGET_SERVICE HER 1) target_service

ILLEGAL_ACCESS_SWITCH_SYSTEM | partner A~ 415 Ia1i% 2554 () R 4t

ILLEGAL_SWITCH_SYSTEM U R G 7H

4.4 Forex_compare_file

T 5% 4 T RS S AT R . 7 5T DA X AN 1R R 10 TR I 1] B Y 1758 53 SRR
4.4.1 ERSH

KA (KEER
F)
HEEZH
service String O£ N forex_compare_file
. SEAN P AE ST A 1D,
rt St 16 ' N 2088001159940003
partner fing(16) Bl 2088 T3k 16 fi¥y
_ _ R TTiE
sign_type String N RSA
DSA, RSA, MD5.
. . P e5815a4556db338ed237f
sign String B E N ~d3td222184
NISe =
start_date String oW A, KA N
YYYYMMDD
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A 32k ST B PSR a %ﬁﬁ

KA (KER

end_date String THMIERB . %k N
YYYYMMDD

o JFus FIIAILE R F R K 10K

o UKL S AL BRI RIS

® XA H St S SO TR XA SO SRR . SO AN TR, €17 A
4.4.2 FEIFiRME
4421 BEB
& [B] N 25 0] GE A PAR JL Mg 2

®  WURMIKHRES, IRIAHE xml % HITH B
o RV SFIEIRA R, IR AR A R S xt SCPE
®  UWIRIAMI T, IRIEIHE RS 5 iR 1 ot SCAF

4422 TFTEIXHHE

F?%‘ BHA, \ o \ P \
1 HNERRZZS | String(64) BINEFPRZZS ((BIREEINEFR RS E—)

2 RZEE | Number(82) | EmEIEEA(SND)

3. [z String(10) BRHAERR , BARSERR @ 1HE

4. NENLE] String(14) YYYYMMDDHHMMSS #&= IR H "M 0 “#54k
B B XA

5. TEERTE String(14) YYYYMMDDHHMMSS #&=, iIRigHEE , X MEH

=a

=

6. RPKE String(1) EERS P

ERiEEM - R

7. Fin#k Number(8,2) | WENAYFLEE:
8. RE String(1) EEXFICERES BN :P BEE:L
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i i
A 32k ST B PSR E %ﬁﬁ

RISERICRIS  FHCE W K F

R RRRRAIRR RIS ERFEIRE R
SHE, "KW FRRRZANRS BRI AET.

9. &F String(50) BIHEB(ENE) , MERICFEH LW o R RS
WERICR , STERMEXBBSHE ,
YYYYMMDDHHMMSS #&={,

4.4.3 =

4.43.1 IHERp P
http://mapi.alipay.net/cooperate/gateway.do?sign_type=MD5&sign=bb4c92c7cb7fc8a5280fe5f9f7ac309c& in
put_charset=UTF-

8&end_date=20150524&service=forex compare_file&partner=2088002007018916&start date=20150520

4.4.3.2 BEH

4.4.3.2.1 BIhiRHE
I http IR FlE — A28 Zid =1 txt SCF:

-
Opening 2088101122136241_20150710103357.txt e

You have chosen to open:

| [ 2088101122136241 20150710103357.txt |
which is: Text File (466 KB)
from: http://mapi.alipay.net

‘What should Firefox do with this file?

@ : Save File

Do this automatically for files like this frorn now on.

[ QK ]| Cancel |

e i

b

4.4.3.2.2 WEZHEH:

File download failed: Over 10 days to Date period

4.4.3.2.3 PSR4
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http://mapi.alipay.net/cooperate/gateway.do?sign_type=MD5&sign=bb4c92c7cb7fc8a5280fe5f9f7ac309c&_input_charset=UTF-8&end_date=20150524&service=forex_compare_file&partner=2088002007018916&start_date=20150520
http://mapi.alipay.net/cooperate/gateway.do?sign_type=MD5&sign=bb4c92c7cb7fc8a5280fe5f9f7ac309c&_input_charset=UTF-8&end_date=20150524&service=forex_compare_file&partner=2088002007018916&start_date=20150520
http://mapi.alipay.net/cooperate/gateway.do?sign_type=MD5&sign=bb4c92c7cb7fc8a5280fe5f9f7ac309c&_input_charset=UTF-8&end_date=20150524&service=forex_compare_file&partner=2088002007018916&start_date=20150520

‘l'.'l
A 32k ST B PSR EEAJ?E

<?xml version="1.0" encoding="UTF-8"?>
<alipay>

<is_success>F</is_success>
<error>ILLEGAL_SIGN</error>

</alipay>

4.4.3.3 OIFEIL

23342347424|112.11|USD|20070616090001|P|2.24|P|Unliquidated

23342343423|102.32|USD|20070615090001|2007622090001|P|2.04|L|Liquidated

4.4.4 R
SEAR 1 APT 2 1R F AR B A AR SRR 2 AN GURREAT I

BB SATE MK FERX AT — SRR, %4, MR ID B EAMEE 2 TE
BUBRAE SN 55 . W R IR I, Wik (B AE B AR IR A, VA SAE I T 9 X R B R

—EMRKEEE T, ORISR R BIA R RS EATE DR XTSI RN
Ko IR R, R B (R A, A SRAE M S5 R R AR

4.4.4.1 MFHEEHRICHS

FE iR P

Over limit balance amount record RIS oK 4 20000 4%
System exception ARG

Merchant ID incorrect 7 ID AR

Finish date not ahead of today R HEANTUNTF AR

No balance amount data in the period YNGR N EA RS
Over 10 days to date period i K 10 KPR 1

Finish date ahead of begin date S5 W A6 250 T e T A
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A 32k ST B PSR

B

A

LIPAY

lllegal date period

HHIA RN

Date format incorrect YYYYMMDD

H ks R LA YYYYMMDD

Internet connected exception ,please try later

% 53

4.4.42 PIFR4ER
MPERSEH I AR, AT EMNRSHRE . BN TRIEIE &AL SO 5 IR 3 T AN 2 3% 18] S 7 7 3 o
HIRIG X
SYSTEM_EXCEPTION RGFH
ILLEGAL_ARGUMENT BOSHA L
ILLEGAL_SIGN BT

ILLEGAL_SERVICE

Service ZHAIEH

ILLEGAL_PARTNER

ES D ENR

ILLEGAL_SIGN_TYPE LR TVR
ILLEGAL_PARTNER_EXTERFACE (eSS RN
ILLEGAL_DYN_MD5_KEY IAEYE BAIR
ILLEGAL_ENCRYPT DA I
1D RIEH)
ILLEGAL_USER
B O B AR
ILLEGAL_EXTERFACE
ILLEGAL_AGENT ACHR R A I
TEAL 1)
HAS_NO_PRIVILEGE
INVALID_CHARACTER_SET FAFERA L

4443 REHR
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A 32k ST B PSR a %ﬁﬁ

B ARG RSN, TR S EER SR i B AL 2R

B R X

SYSTEM_ERROR YA E RGBS
SESSION_TIMEOUT Session i
ILLEGAL_TARGET_SERVICE H M) target_service
ILLEGAL_ACCESS_SWITCH_SYSTEM partner ARV XA R4
EXTERFACE_IS_CLOSED BOEkH

4.5 Forex_liquidation_file

P LU T X AN L S B b YR B LIS 48 5y s (S
451 ERSH

RE (KER

service String B4 N forex_liquidation_file

. AN P AE ST E A 1D,
partner String(16) 2088 TF3L ) 16 fi ¥ N 2088001159940003

. ) LT RS
sign_type String N RSA
DSA, RSA, MD5.

e5815a4556db338ed237f

sign String eE AL N —d3td222184
WESH
start_date String oW A, K N
YYYYMMDD
end_date String THME R AM, #A N
YYYYMMDD
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A 32k ST B PSR a %ﬁﬁ

i

o FRULFIIRILE R R K 10K

o URA S AL BRE TS

®  HIZEXANEE MR SRRt A SO Rk XA SOHR A SRR . SO AAS B DL <) 4hE]
452 FEEiRE

4521 REEB
iR [8] Py T B DL R LR R

®  WURMICHRES, IREHE xml A% HTH E
o USRI R, AR B AR R  S 0t S
® R A, R [ AS 5 ISR txt SO

4522 LEXHBA

9#“53«%15 Str|ng(64) EHNEFPRZS (BRSNS RS HE—)

11. | ZZB%E | Number(8,2) | EmEISEGID)

12. | String(10) BRHMERR , BARSERR @ ]H%

13. | {IKESE String(14) YYYYMMDDHHMMSS &= , 3k "sem” #0454k
B (B, XMEAE

14. | E&RE String(14) YYYYMMDDHHMMSS &=, (N8 EEE |, XMEA
T
15. | 2538 String(1) EERS : P

16. | Fu# Number(8,2) | WENAIFLEE:
17. | H& String(1) EEXZICERES B :P BEE:L

FRIBIEFICRRES W KW F

MR RRRRAIRS BRI ERFEIRBE NAY
SRR, "KW FRRZANRS BRI AET.
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X%

IX] 37 S ASH B R SRS E ALIPAY

18. | &%F String(50) FFHEE(ANR) , NRICFEH "KM 8 "FHE RS
MERICR , FETEEMERRBIFHE ,
YYYYMMDDHHMMSS #&zt
45.3 7~

4531 ERIH

http://mapi.alipay.net/cooperate/gateway.do?sign_type=MD5&sendFormat=normal&sign=bb4c92c7ch7fc8a5
280fe5f9f7ac309c& _input_charset=UTF-

8&end_date=20150524&service=forex_liquidation_file&partner=2088002007018916&start_date=20150520
4532 BEH

4.5.3.2.1 BIhiR[H
I http 3R [8] & — AN 38 e sk i txt SO

Opening 2088101122136241_20150710103357 txt ﬁ

You have chosen to open:

| [ 2088101122136241 20150710103357.txt |
which is: Text File (466 KB)
from: http://mapi.alipay.net

‘What should Firefox do with this file?

@ : Save File

Do this automatically for files like this frorn now on.

[ QK ]| Cancel |

e i

b

4.5.3.2.2 MW FEEERIRIE:

File download failed: Over 10 days to Date period

4.5.3.2.3 RIREERIRE:

<?xml version="1.0" encoding="UTF-8"?>

<alipay>

<is_success>F</is_success>

Page 40



A3t S A R R SCAS

<error>ILLEGAL_SIGN</error>

</alipay>

4.5.3.3 FOIEEX{E
N2 — s 45 F SO

23342343423|102.32|USD|20070615090001|2007622090001|P|2.04|L |Liquidated
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454 4R
HEAC [ APT 2 LKA FH R 5 R 16 30 A5 0 2 ANRAHEAT )

B ANGONRAL AT EM R . FEIX AT — SR RS, %44, R ID REAMRE L LA
BUBRAE P ZEAN L 25 . AR ARG, Wik (B AE B AR R A, VA SIAE I T 1 X R B R

— HRRARHE 7, ORISR BIN SR G T DR XS ET LSRR
Kl W RAIR R, R B (B SRR, A SRAE ML S5 B R AR

45.4.1 WHEBEHR

R

o

X

Over limit balance amount record

R SR D % 20000 4

System exception

ARG H

Merchant ID incorrect

B ID AK)

Finish date not ahead of today

g H LU N T4 K

No balance amount data in the period HEHANEENEA S
Over 10 days to date period TR 10 KA PR

Finish date ahead of begin date

S50 H Y 2 1T R H 3

lllegal date period

HIARE A

Date format incorrect YYYYMMDD

H ik 4R 22 YYYYMMDD

Internet connected exception ,please try later

o2 53

4.5.4.2 PFEEIR

WRE RS A R, ST RO . B NRUREIE R A SOAT S I3 1T A 23R 18] 2175 7 5 o

SYSTEM_EXCEPTION
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PR32 S A B S SO
ILLEGAL_ARGUMENT O SHOR IR
ILLEGAL_SIGN BB AN ER

ILLEGAL_SERVICE

Service ZH A IEH

ILLEGAL_PARTNER

HA ID ANIER

ILLEGAL_SIGN_TYPE ESEZESINL PR
ILLEGAL_PARTNER_EXTERFACE [RESMG RSN
ILLEGAL_DYN_MD5_KEY HIAEHE SR
ILLEGAL_ENCRYPT DB IE

F /1D RIEH)
ILLEGAL_USER

P O E AR
ILLEGAL_EXTERFACE
ILLEGAL_AGENT AR AIEH

TeALT 1)
HAS_NO_PRIVILEGE
INVALID_CHARACTER_SET TRFEA I

45.43 RAHR

MRS RIERT, HERR SN EER S I Bh AL 2R

HEREG X
SYSTEM_ERROR AT E RS R
SESSION_TIMEOUT Session

ILLEGAL_TARGET_SERVICE

HHRI target_service

ILLEGAL_ACCESS_SWITCH_SYSTEM

partner A~ VU7 A iZ KB R4

EXTERFACE_IS_CLOSED

OO

4.6 Forex_rate file
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BT DA X AN L Sk B S A R BRI R,
46.1 ERSH

BEOBIR | service String service=forex_rate_file N
IZESMNEF | partner String(16) EINS P T=ERIAF ID N
o= sign String B2E N
BEHR | sign_type | String 25, MD5, RSA, DSA N
Uk

®  HIITFHEMZ A txt X
®  UIFAEERATHIRREI H AR T B R |4 )
o HAETHARMSHILE, JFFARLZHKAENKHIHLR . HILFR AL 5 ) U R Ak

4.6.2 [FEFBiRE

4.6.2.1 REEB
& [B] N 2R 0] GE A PUR JL Mg 2

®  WURMICHRES, R[EHE xml A% E
o USRI R, R B AR S ot S
® R, R [ RS 5 ISR txt SO

4.6.2.2 BEWXHHE

Fe | E@F s ’ &
1 H 3 String(8) ICHRRAF A YYYYMMDD
2 Ff [E] String(6) IR KA I ] £ : HHMMSS
3 MEFF S String(3) MW S, ESEMME
4 L& String(14)
4.6.3 Bl
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4.6.3.1 EFERN A

http://mapi.alipay.net/gateway.do?sign_type=MD5&sendFormat=normal&sign=590a9fbbed8a5b9a86b4267954
45f9f0&service=forex_rate_file&partner=2088101122136241

4.6.3.2 pONLEXA:

20160504/100030|CHF|6.829600|
20160504/100030|EUR|7.491500|
20160504/100030|THB|0.185877
20160504]100030|DKK|1.007800]
20160504/100030|SGD|4.815600|
20160504/100030|GBP[9.476100|
20160504|100030|HKD|0.838800|
20160504/100030|NOK]|0.803000|
20160504/100030|CAD|5.124900|
20160504|100030|KRW|0.005814|
20160504/100030|NZD|4.496100]
20160504/100030[JPY|0.060934]
20160504|100030|AUD|4.877600]
20160504/100030|SEK|0.809800]

20160504/090530|USD|6.534600|
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>

LIPAY

4.6.3.3 BHENH

4.6.3.3.1 IR E
JEII IR A1 — AL A B txt S

Opening 2088101122136241_20150710103357 txt

You have chosen to open:

| [ 2088101122136241 20150710103357.txt
which is: Text File (466 KB)
from: http://mapi.alipay.net

‘What should Firefox do with this file?

@ : Save File

Do this automatically for files like this frorn now on.

| ok

]| Cancel |

b

4.6.3.3.2 M EEHERIRIE:

File download failed: Over 10 days to Date period

4.6.3.3.3 MIRAERIRIE:

<?xml version="1.0" encoding="UTF-8"?>

<alipay>

<is_success>F</is_success>

<error>ILLEGAL_SIGN</error>

</alipay>
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4.6.4 45iR05
HEAC [ APT 2 LKA FH R 5 R 16 30 A5 0 2 ANRAHEAT )

B ANGONRAL AT EM R . FEIX AT — SR RS, %44, R ID REAMRE L LA
BUBRAE P ZEAN L 25 . AR ARG, Wik (B AE B AR R A, VA SIAE I T 1 X R B R

— HRRARHE 7, ORISR BIN SR G T DR XS ET LSRR
K. W R R, R A (R AG I SRAE Ml 35 B R AR H

4.6.4.1 MR

Returned result Description

System exception RGmH

Merchant ID incorrect B ID A%t

File empty A
4.6.4.2 PIFKEER

UARTE R SHUR AR, ST EMOCa AT . BRI 2 A SIS 3 3 1) A 2 3 [2] 381 78 1 9 o

HRARG
ILLEGAL_ARGUMENT SBHGER
ILLEGAL_SIGN R 2R
ILLEGAL_SERVICE BOZHA
ILLEGAL_PARTNER 7/ PID Rt
ILLEGAL_SIGN_TYPE B ITIERE R
ILLEGAL_PARTNER_EXTERFACE X TAUE iz N
ILLEGAL_DYN_MD5_KEY HIAEYUE BAR
ILLEGAL_ENCRYPT I A IE A
ILLEGAL_USER F P ID ANIEH)
ILLEGAL_EXTERFACE O E AR
ILLEGAL_AGENT AER A IE#
HAS_NO_PRIVILEGE TR i)
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INVALID_CHARACTER_SET TR IE

4.6.4.3 FEHZHR
IR RN I, TR SO R SR B b

Returned result Description

SYSTEM_ERROR YA E RGAER
SESSION_TIMEOUT Session
ILLEGAL_TARGET_SERVICE HR ) target_service
ILLEGAL_ACCESS_SWITCH_SYSTEM partner ARV %R B R 45
EXTERFACE_IS_CLOSED BOEkH

4.7 Notify verify

i AT EASE AN FORA IS 5o b B AR ANR R B S -
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4.7.1 ERSH

service String 4 notify_verify
AN s { )

partner String(16) ;ZT; f;fgigip D 2088001159940003

WS

notify_id String(34) AT FIBARAK T, BEA
FHR] BL I AN K 5 1 1)
IATEZAKIBR AL

et

1. IEHA 6L S 25 8 R B A2«
WEIRPEAE, oA ERE ‘success’
SXFFTAE CARIE T ‘success’ 57 A 18 H1 K 96IE 175 5K IR [0] false)

1)

2)

3)

i F XA R ERAIE notify id.
o WAMASHCETER), ATFEIRE ‘Invalid’
® IR SL AR AR R I LIS UETE R R TE R @R R R 1 BN R 1,

3% 6] True’

W SRAZE ENAS S AT E RIEN), A E SR A False’
WRIAEIEREF BB RIE— e 2 5, SATFE2IRE ‘False’
WRBER L T LEHIRET ‘true’, SATFE2IRF ‘False’

S B — BIGUE T, BR FE RS ‘Success’

4.7.2 FHIRE
iR [ — MR TR

4.7.2.1 BHEFH

UHENRISELTERR , WIRE :

o MMM ERGITHN CUHTERS

Invalid

AR B SRR AR E 1A, IR [E
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True

A B AR R B S R D T e, R

False

4.7.3 7~

4731 BEFERNH
https://intimapi.alipay.com/gateway.do?service=notify_verify&partner=2088101122136241&notify
id=4465b04e84cb6bacc2bd1b52232c0b8gjg&sign=ciSBXc7gjCXW8KMBxFiFH2cbMZtFelf TOGK
gY2NF7998RNH3E%2BiF5C|%2Fu%2BI8py1D%2FOsE%2FAvalls8A6 Tw1lMzhG6ideJSgh4FxW
mAJEnlczdfLj%2FqzA6qGzxdKGEXaSDFmMTGglOembXUqK8g8ajlCD%2BBH7x0xBRY 7vtfylEXtoj
s%3Dé&sign_type=RSA
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VR 3 S ASH B R SR
4.7.4 53
4.7.4.1 MI4ER
WRIERSHEIMA S IR, XATFEMRESHRE . AR 1L AT 31X 0 1 A2 3R 13 2 5 i .
EERAY =P8
SYSTEM_EXCEPTION RGHH
ILLEGAL_ARGUMENT B LS4 I
ILLEGAL_SIGN 544 AN IE T

ILLEGAL_SERVICE

Service ZHAIEH

ILLEGAL_PARTNER

% 1D ASIEH

ILLEGAL_SIGN_TYPE

B4 KR

ILLEGAL_PARTNER_EXTERFACE

8 X TR % 4% 1

ILLEGAL_DYN_MD5_KEY

ILLEGAL_ENCRYPT I AN IR
FH P 1D AN IEH
ILLEGAL_USER
Fe FIAC B 4R
ILLEGAL_EXTERFACE
ILLEGAL_AGENT ACHR A EAf
TERL; 1+
HAS_NO_PRIVILEGE
INVALID_CHARACTER_SET FRAEA T

4.7.4.2 RAHR

IR G IR RI, IR SO EBOR SR Bh AL

SYSTEM_ERROR

SR ARG R
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]
%
R 35 S AH B SR a ALIPAY
SESSION_TIMEOUT Session
ILLEGAL_TARGET_SERVICE HEiRI target_service
ILLEGAL_ACCESS_SWITCH_SYSTEM partner N AVFVT I iZ BRI R A
EXTERFACE_IS_CLOSED BEOE xR
').lg, »
5 % WA &
5.1 ZLZHLH
5.1.1 ARFELHFERFE
5111 FESLSHELHSH
EIER SRS, B2 sign. sign_type MNS44h, HAMFRZMH RSB 2 EEA N SE

(MO 2% sign_type UFEES 5% 4, )

FEIBANR RIS, BR2 sign. sign_type IS EAh, N Kk 0] [m] K (1 24 B

5.1.1.2 ZBFFEEFHE
YT R S HO A

string[] parameters={

"service=create forex trade wap",

"partner=2088101568338364",

" input charset=gbk",

"return url= http://www.test.com/alipay/return url.asp",

"out trade no=6741334835157966",

"subject=/REF R,

"payment type=1 ",

"seller email=alipay-test0l@alipay.com",

"total fee=100"
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}i

XA AR MBI a B z I HEY, BB TR, WE S A TR, DU
HFselcin, FHEEEAEE “&7 FRAOERER, 0

_input charset=gbk&out trade no=6741334835157966&partner=2088101568338364&
payment type=l&return url=http://www.test.com/alipay/return url.aspé&seller
_email=alipay-test0l@alipay.com&service=create direct pay by useré&subject=

TUREH Mizlstotal fee=100

XA R R R R TR

=
A AR

o XHMMNARALERE, CAFOIFELHKGEF,

o EBELIRFFHHEMAT VAN ZNFHESE _input_charset fRiF—2;

o WwRAE#ET input_charset £#, ENSRLPEIZO S ESFELKET

o ARAEHTTP &K, HBAKHEFRELEFKRTH (o & @F%) , N
2% 8 F 4 URL Encoding, X435 KB 1 4800 3] E A0 A3 fA, X AP
HALT, HELRERZARE/AT AL encoding Z )5 6948, Plde: BR L2
0 F &xtib KA emall #ITRFE L, RAFELKIELIZA
email=test@msn.com, @+ & email=test%40msn.com,

512 &4

5.1.2.1 MD5 &£
£ MD5 &4 1), HFEIAREZERE (Key) 2584 . w2 KEIG (Key) &LLIE FRAIE T
R 32 AL 7GR .

7 P AT B S B PR SS Holy (https://b.alipay.com) , 7E “FFHRS” A H S E “&if] PID. Key” ,
TR, MG TSR,

. HRNES
S SR 4 PR, W RS (Key) ELHESHESIAE 47 IR, M
My ek, R MDS 9% 4 BSOR MBI S F e i 7 2 4B B, T3 32 (244 4 e et
GZ 78 A T2 5 sign)

o EFREINRIERES
AT ENERR BN A TR S, A, HEEZEREN (Key) HIEPHERIREL 77
JaT, FERHTE T ATE, A MDS (R4 BAO IXASET I A R TR A IB 5, TR 32 f%E
SERTATH o MEREXANHT I TAT B F R S SO T AR [ ZH P S sign (R EEAT I8 IEE T A
S, RAMIEA R B UEE .
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5.1.2.2 DSA., RSA &£

7t DSA = RSA WL, HFEMFAMANA—RKSEZL. MASAHEBELEEIE OPENSSL 3k
AR B4R I AHE S ERARN AR BRSO EAAMS . Fit, EZA,
BB B2 B AL B AT R A .

o THRIEA
HEFNERMNEEL TS )E, BAREATEHE SRR DSA 5l RSA 24 ML
FRATRE RIS, NIRBIZRER T .

o AR [EKIUESES
LRI B AR [ R FF R A TR S, R TR SRR A8 ST @ Ak [R] 24
2L sign BIE =& — RN DSA Bt RSA 24 AT TIENFRNE LIS 5, KAWL 2
DQIMLIE@

5.2 f#H OpenSSL k=4 RSA #&4H

5.2.1 OpenSSL %3

. Linux (Ubuntu)

sudo apt-get install openssl

° Windows

T LAZEE M T % https://www.openssl.org/source/.
5.2.2 RSA ZEHXTHIFE4

. Linux

$ openssl
OpenSSL> genrsa -out rsa_private_key.pem 1024 ##generating private key

OpenSSL> pkcs8 -topk8 -inform PEM -in rsa_private_key.pem -outform PEM -nocrypt
##transform private key into PKCS8 format

OpenSSL> rsa -in rsa_private_key.pem -pubout -out rsa_public_key.pem ##Generate public key

OpenSSL> exit

. Windows fEf 24T & H#AE:
C:\Users\Hammer>cd C:\OpenSSL-Win32\bin ##enter OpenSSL directory

C:\OpenSSL-Win32\bin>openssl.exe ##enter OpenSSL

OpenSSL> genrsa -out rsa_private_key.pem 1024 ##generating private key
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ik

OpenSSL> pkcs8 -topk8 -inform PEM -in rsa_private key.pem -outform PEM -nocrypt
##transform private key into PKCS8 format

OpenSSL> rsa -in rsa_private_key.pem -pubout -out rsa_public_key.pem ##Generate public key

OpenSSL> exit

Xt Javadt A N 01, 7 52 Pipkes 8 B LI AT Sk AN SE R AR, [0 ZE AN 23 4 o X T .NetHIPHP
RN, AT Efipkes8 I #RAE

BRVESE UG, 1249007 H s N 272 £ P X rsaprivatekey.pem fllrsapublickey.pem. §i [ —4
FERPICA, JEH— MR AP MR TERERYICN:, FIN Y 7RI, F 2R
TR B A NI HH R

. FrERVE SCE (PHP,.NET)

MIICXQIBAAKBgQC+LOrfjLI3neHleNMOsYTW8r0QXZ5RVb2p/vvY3f[NNugv]7lo4+fd
Bz+LN4mDxTz4MTOhi5e2yeAqx+v3nKpNmPzC5LmDjhHZURhwbqFtlpZD51mOfno
2c3MDwlrsViemTypbNu4uaQzw/TOpwufSLWF7k6p2pLoVmmq]zQiDOQIDAQABAo
GAakB1risquv9D4zX7hCvOMTFwGyKSfp]JOYhkljwKAik7wrNeeqFEbisqv35FpjGq3Q
1o]pGkem4pxalLVEyZOHONefZ9MGVChT/MNHS5bOFJYWI392RZy8KCdq376Vt4gKVI
ABvaV1DkapL+nLh7LMo/bENudARsxD55IGObMU191kCQQDwHmzWPMHfc3kdY6A
qiLrOss+MVIAhQqZOHhDe0aW2gZtwiWeYK1wB/fRx]5esk1sScOWgzvCN/oGJLhU3k
ipHAKEAysNoSdG20oWADxI1t4W9kUiiigNgimHGMHPwp4]MxupHMTm7D9XtGUIiDij
ZxunHv3kvktNfWj3Yji0661zHVJw]BAM8TDf077F4NsVc9AXVs8N0sq3xzqwQD/HPF
zfq6hdR8tVY5yRMb4X7+SX4EDPORKKsgnYcur51k8MUi7r072iUCQQC8xQvUne+fcd
pRyrR4StJ1QvucogwjTKMbYRBDygXKIIT]OlorgudFlrKP/Hw]DoY4uQNI8gQJb/1LdrK
wle7FAKBIOTNtfodGrDXBHwBgtN /t3pyi+sz70p]dUKIKE7zMSBuLd1E304]MzvWP9
WEE7]Db+brjgK4 /cxxUHUTkk592

MIICeAIBADANBgkghkiGOWOBAQEFAASCAmIwgg]eAgEAAoGBANOyqPKLXInhM+2H
/57aHsYHaHXazr9pFQun907 TMvmbR04wHChVsKVgGUF1hCOFN9hfeYT5v2SXg1W
JSg2tSgk7F29SpsF0I1360SLCIszxdu7Cl07c22mxEVuCjmYp]dqb6XweAZzv41s661jXP
4PdrCTHRAVTU5zR9xUByiLSVAgMBAAECgYEAhznORRonHylm90KaygEsqQGkYdB
XbnsOS6busLi6xA+iovEUdbAVIrTCG9t854z2HAgalSoRUKyzt]oOtJfl1w]aQU+XL+U3]
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Th4jmNx/k5Uz]ijfvfpT7 Cv3ueMtqyAGB]rkLvXjiS705ylaCGuB0Qz711bWGkRrVoosP

M3N6ECQQD8hVQUgnHEVHZYtvFqfcoq2g/onPbSqyjdrRu35a7PvgDAZx69Mr/XggG
NTgT3jJn7+2XmiGKHM1fd10b/3uAdAKEA4D7aE3ZgXG/PQqlm3VbE/+4MvNI8xhjq
OkByBOY2ZFfWKhIRziLEPSSAh16xE]79WgY9iti+guLRAMravGrs2QJBAOmKWYeaW
KNNxiloF7 /4VDgrcpkcSf3uRB44UjFSn8kLnWBUPo6WV+x1FQBdjqRviZ4NFGIP+Kq
rJnFHzNg]hVUCQFzCAukMDV4PLfeQJSmna8PFz2UKva8fvTutTryyEYu+PauaX5laDjy
Qbc4RIEMUO0Q29CRX3BA8WDYg7YPGRATKCQQCG+pjU2FB17ZLuKRIKEdtXNV6zQF
TmFc1TKhlsDTtCkWs/xwkoCfZKstuV3Uc5]4BNJDkQOGm38pDRPcUDUh2/

MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQDQWiDVZ7XYxa4CQsZoB3n7bfx
LDkeGKjyQPt2FUtm4TWX90Yrd523iw6UUqnQ+Evfw88]gRnhyXadp+vnPKP7unor
mYQAfsM/CxzrfMoVdtwSiGtl]B4pfyRXjA+KL8nla2hdQy5nLfgPVGZN4WidfUY/Qpkd
dCVXnZ4bAUaQjXQIDAQAB

5.2.2.1 W EEBSAET
Bt R YA R E PR AR S HF overseas support@service.alibaba.com, #ER) FAZ A4,

5.3 EBrRE RS P
R P B S e RO LB ATIE K, #5050 A AR IS P
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My Order My Technical Service My Transaction
| Transaction Info | ISemementlnm | Download Files

Transaction Amount Today

CNY GBP HKD JPY usD
¥000 £ 0.00 HK$ 0.00 J¥ 0 5000

Transaction Records

Transaction Type: Normal Transactions Refund Transactions

Payment Time: 2016-02-11 00:00 |-| 2016-05-11 23:59 Search Today 1 week 1 month % More options

ATTENTION: For short-term system uparading, 2015-03-27 00:00 is setas a cut point. If your search is crossing this date, please divide it into two. We are really sory for the
inconvenience

All Success Settled To-be-Settled Fail I ¥ Download transaction details TXT or CSV or XLS I # Download exchange rate file TXT or CSV
Payment Time Pariner Transaction ID Gross Amount Fee Distribute Amount NetAmount Currency Rate  SetlementTime Type Status Remarks Refund
i s s 200 Yoo U s
?21363?15?.08 201605081929431670 i‘LU:: §0.01 iﬂ“au;; Ush  6.550660 P P YEE
i YL Mo Mo osus

5.4 XMEWHHE

TATEIDFEFRE R 5E: https://openapi.alipaydev.com/gateway.do?
WREIREE )L KK 5
PID: 2088101122136241

Email Account: overseas kgtest@163.com

MD5 KEY

MDS5 : 760bdzec6y9goq7ctyx96ezkz78287de

RSA

Private Key:

MIICdwIBADANBgkqhkiGO9wOBAQEFAASCAmMEwgg]dAgEAA0GBAI7Xh680MTnfYDxwyzSqKMhK
Wed3UP64YMaDkHgBtgCk3odFjoMcDTDumZqeiC1hVICVFR94blrq1ZhxQnFS+UqhXkPbyzuiPZQV
BGaZ42y8brGuFiG]Vjlo7Sf6GMc14a0d+bLD0C13faGK7PV0YQ7A1xalln/fn/Uk4qpOWEhhAgMBA
AECgYBO2ZKT1RrLWIXWMOIrY/bpQWnJhSrXwU3ip20La15dkqUoRPQ7WbPKbBusp5CChHTSGf
mOCpXYaEOKSBMmXWgwuz767/EEpa]fep30PmKGD+kGPdA3qDYfTMCGRXSX1J47kjLa9XQX6iB
mUMAzvTrLSOIZIXPKDhmU6bNZdODH1QJBAO11/TIcjq7Fd0lwmXigbCs52suZP6 /JEVpy6dSVPbZ
ubCnJY3JbG044TN/2Ve4PzMNhmt367k46COpN60h1gAMCQQCaG6S2+NLOHTPD2RYmLKF8mX
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wcYD20WH2qsEGSVZwZma1lCzbiwgYOMCUyXueOT/RabkU+0j0v679qy5AtkuULLAKEAzuliw]veX
9CZYFTrvyBEsrzUac3MIODB/RIPhaxOEBLiBt4x9b00aVT21CU+cUUdzRIDtaXmwBgjRg2CF5K+eQ
JAHAZW5+dMBzeeSElIcG8kV/0C0jzx5PCizgazX39KttolZ3gInSgHIMoEmapknIfFugQ/12pNkj9e6f7

mOOLZYDQJBAOBCfnJmeppAA07ws2FzfvR880+rYc1gl95BSKK4ZLMo02w+4k/NQ15K6MqlqwFN
zT]qOHBf1MryUcuuASx0sQs=

Public Key:

MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQC014evNDE532A8cMs0qijISInnd1D+uGDGg5
B4AbYApN6HRY6DHAOw7pmanogtYVSAIRUfeG5a6tWYcUJxUvIKoV5D28s70j2UFQRmmeNsvG6x
rhYhiVY5a00n+hjHNeGtHfmyw9Atd32hiuz1dGEOwNcWiC]/35/1JOKqTIhIYQIDAQAB

LHFIKS:

1) douyufua@alitest.com

2) alipaytest20091@gmail.com
KB AS: 8888

B 111111

YAPER: 111111

5.5 CRFHIGHE LT MF

5 i

GBP i 2
HKD e 2
UsD ESVH 2
CHF Bt VA B 2
SGD Him 2
SEK ity it 50 B 2
DKK R ] 2
NOK v B 2
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X 32t S AR SR

JPY Hoo 0
CAD &R 7T 2
AUD BT 2
EUR KK TT 2
NZD oo 2
KRW #7T 0
THB Zk 2

6 BRARIA]

B AN, 58 & overseas support@service.alibaba.com.
BB AR RS, ninf%s4), iEBEAR global.service@alipay.com.
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